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B.Sc. IV SEMESTER [MAIN/ATKT] EXAMINATION

MAY - JUNE 2025

CYBER SECURITY
[Introduction to Physical Security Essentials]
[Major Subject]
[Max. Marks : 60] [Time : 3:00 Hrs.]

Note : All THREE Sections are compulsory. Student should not write any thing on question paper.
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[Section - A]

This Section contains Multiple Choice Questions. Each question carries 1 Mark. All
questions are compulsory.
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Q. 01

Q. 02

Q. 03

Which of the following 1s not a key component of access control -

a) Authentication b) Authorization

¢) Encryption d) Accountability
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¢ UfspRM d) SfarEgeE!

Which of the following 1s a type of motion detector used in security system -
a) Passive Infrared b) Optical fiber

¢) Ultra sonic wave d) Radio frequency
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a) URMa RS (PIR) b) 3ifftchd HEaR

¢) FeeIE T d) Xfer amgfed

What type of lens 1s commonly used in security cameras for long range
viewing -

a) Wide angle lens b) Telephoto lens

¢) Fisheye lens d) Macro lens
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Q. 04

Q. 05

Which type of proxy server acts as an intermediary between the client and the
server to hide the client's identity -
a) Reserve proxy b) Transparent proxy

¢) Anonymous proxy d) Caching proxy
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Which encryption algorithm is commonly used for data encryption in HTTPS
communications -

HTTPS WoR # STl UpeH @ fou dmma e uped TomiRad @
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a) AES b) RSA

¢) DES d) MD5

[Section - B]

This Section contains Short Answer Type Questions. Attempt any five questions in this
section in 200 words each. Each question carries 7 Marks.
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Q. 01 Explain the purpose of remote access monitoring in Infrastructure Security ?

AT 2 B TReT § RAle ted AfeRT ® I55e0 3 gAsgd ?

Q. 02 Define an Intrusion Detection System (IDS) and explain its classifications.
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Q. 03 Discuss the main advantages of using IP cameras over traditional analog

cameras ?
URARS TATANT SHRI BT ol § ogdl $ARI & IUAN & J& Al R
T BT ?

Q. 04 Explain Cryptography and describe its role in Internet Security ?

fPeTIe! & Rl BT UeH Sev-ie QRET H gHS! qHel BT qui
PifeTg ?

Q. 05 Differentiate between Symmetric and Asymmetric Encryption ?
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Q. 06

Q. 07

Q. 08

How do proxy servers enhance security and privacy ? Explain with an
example.
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Explain how hash functions help maintain data integrity during
transmission?
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List and describe the five care functions of the NIST cyber security
framework (CSF).
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[Section - (]

This section contains Essay Type Questions. Attempt any two questions in this section in
500 words each. Each question carries 10 marks.
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Q. 09

Q. 10

Q. 11

Q. 12

Describe how relays operate in security systems to control and protect access
to restricted areas or equipment ?

Uirafee &= a1 SueRvl a% ugd & FEE wRd ok Wk o © forg
el JReaT gonferal o 6 B FHal & 7 GRS |

Explain how five detection sensors work to identity fire or smoke and
discuss the technologies they use for early warning.
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Describe the basic components of a video surveillance system and have they
function together to provide effective security monitoring.
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Discuss common vulnerabilities that expose networks to cyber attacks and
suggest ways to reduce those risks ?
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